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1. Executive Summary

The main goal of this deliverable “Operational and Technical Documentation of HEI services
customization” is to provide a precise description of the customization preparation and design of HEI
Services during the process of their integration with the SEAL Platform. It also explains the common
work methodology used for the needs of the service customization and integration with the SEAL

infrastructure and presents the time plan for these operations.
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2. Introduction

2.1 Purpose of the document

This deliverable “Operational and Technical Documentation of HEI services customization” is the
verification of the Milestone 10 of the SEAL project, associated with the Task 4.1 “Customization of
HEI services in ES, GR and PT to use SEAL Platform”. The work undertaken within the framework of
Task 4.1 marks the transition of the project from the development of the core SEAL technical
functionality to the application of this functionality into the specific context of the online academic
services provided by the SEAL HEI partners: University of Malaga (UMA), University Jaume | (UJI),
University of the Aegean (UAegean) and University of Porto (UPORTO). Specifically, the document:

a) Provides a description of the functionality of the services currently provided by the four (4)
Universities, that will be integrated with the SEAL infrastructure.

b) Reports on the design activity and preparation work (the so-called “service customization™) that
has been conducted during the last months in order to make possible the effective integration of
these services within Task 4.2 (Integration of HEIs with SEAL platform).

2.2 Relation to other project work

The activities described in this document initiate the Activity 4 of SEAL, “End user services
customization and integration”. They integrate with the SEAL Platform designed and implemented in
Activities 2 and 3 of the project (Linking Service Core Platform and Interfaces Design and Linking
Service Core Platform and modular interfaces development, respectively).

The activities described in this document will provide essential input to Task 4.2 (Integration of HEIs
with SEAL platform) which further develops and implements what is reported in this document.

2.3 Structure of the document

This document is structured in 3 main chapters:

Chapter 3 briefly presents the online services of the 4 Universities that will integrate with the SEAL
infrastructure during the project

Chapter 4 reports in detail on the design and customization efforts for integrating the list of services
presented in Chapter 3 with the SEAL platform

Chapter 5 outlines a time plan for the implementation of the customization work as that was described
in Chapter 4, and in this sense provides the link of Task 4.1 (preparation and customization) with the
Task 4.2 (effective integration with SEAL).
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3. SEAL meets academic online services: the
list of HEI services integrating with SEAL
platform

3.1 The Integration of a Service with SEAL.: generic view

The main focus of SEAL is the creation of a secure Linking Service that is capable of combining citizens
PII received from the eIDAS Network with academic attributes retrieved from the official academic
federations such as eduGAIN in addition it is further supported to link with citizen identity Pl with
electronic Machine Readable Travel Documents (eMRTD).

This Linking Service is embedded within a platform called the SEAL Service which:

1. Users can import their identities from selected authoritative sources (eIDAS etc.), and with them
generate and store Linked Identities containing various levels of Linking Level of Assurance
(LLoA) depending on the linking mechanisms used to create them.

2. Service Providers (SPs) easily verify the identity of users via these linked identities using
industry standard protocols (OpenlID Connect and SAML)

A picture summarizing the essential functionality of SEAL platform is provided in the next figure.
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Figure 1: SEAL Architecture

As it is explained in the previous figure, SEAL provides a core functionality which can be accessed by
the end-users of the platform in order to generate a Linked Identity with an explicit Linking Level of
Assurance. At the same time, it provides to Service Providers the required APIs and/or SDKs that allow
their services to transparently connect to the platform (via OIDC or SAML) and, as a result, use the
Linking functionality of the platform in order to authenticate and identify the end users.

The SEAL service offers its Identity Linking capabilities to users in two flavours:

e The first is through the creation of a SEAL specific, cryptographically secured, Personal Data
Storage file called the SEAL datastore. This datastore is handed only to the user and its lifecycle
is controlled by them. Only the user is capable of decrypting its contents and using it to
authenticate to the various connected SEAL services.

Document name: - T
services customization

D5.1 Operational and Technical Documentation of HEI

Page: 10 of 30

Reference: D5.1 | Dissemination:

Version: 1.0 Status: final




e The second is through the issuance of W3C compliant Verifiable Credentials® (VCs) containing
the linked identities of the users. These VCs are stored in a Self-Sovereign Identity (SSI) wallet
compliant with the W3C standards? (currently SEAL integrates with uPort® an open source SSI
solution).

All of these flavours can be used by the HEIs connected to SEAL to identify the users abstracting the
implementation details behind a familiar APl (SAML or OIDC) so reducing the integration effort
significantly.

Thus, an academic (HEI) Service Provider is characterized as SEAL-enabled if they are integrated with
the SEAL Platform in order to authenticate users over it, is capable of validating the received
authentication assertions, and finally capable of granting online access to the users accordingly. In more
details, the SEAL platform via a dedicated federated interface (over SAML or OIDC) enables Service
Providers to authenticate users using:

e SEAL Linked Identities. Using a SEAL compatible decentralized storage containing a SEAL

linked Identity assertions:
o SEAL Personal Data Store
o SEAL issued Verifiable Credential
e ¢elDAS authentication on the fly
e eduGAIN authentication on the fly

The following Figure explains how HEI services architecturally connect to SEAL infrastructure.

SEAL SP Module SEAL Platform

gy —

HEI Service

“&x gty

‘ ' HEI Service

% OIDC-
EHialE

HEI Service

Figure 2: SEAL SP Integration Strategy

L https:/iwww.w3.0rg/TR/vc-data-model/
2 https://www.w3.org/TR/did-core/
3 https://www.uport.me/
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3.2 HEI Services to be integrated with SEAL: Short description

In the context of SEAL, the partner HEIs have agreed to integrate with SEAL (i.e. upgrade their services
to consume SEAL linked Identities) for the following HEI services presented in the table below.

HEI

Service Name

Service Description

Service URL
(if available)

UMA

Central authentication

This service controls the access to all
UMA web based services, as well as
externally provided ones. It does user
authentication and passes identity
information to the services for
Identification and Authorization.

https://duma.uma.es/
misdatos

Enrolment service for
foreign students

Upgrade of existing Enrollment Service
for Foreign Students at UMA to support
online enrollment using eIDAS elD via
the SEAL platform.

(ON)

Mobility student eIDAS
identifier collection service

This service is part of the Identity
provider of UJI and allows users to
insert additional attributes to their
Identity profile. SEAL Linked Identities
will be available for import after
customization of the service.

https://iglu.uji.es

UAegean

Central authentication

The Central Authentication Service of
the University of the Aegean enables
access to students and academic
personnel to a variety of university
services

https://sso.aegean.gr

UAegean-HP Smart Class
Program

This service consists of an online
education/conferencing facility as well
as a service for providing keyless access
(via an loT interface) to a physical
classroom

https://eideusmartcla
ss.aegean.gr/

ERASMUS Identity Proof
service

The Identity Proof minimal service
consists of a convenient way for
Erasmus students at the university of the
Aegean to prove their academic
affiliation when prompted to
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Online course on cyber
security

Provides access to an online course on
cyber-security (users can be members of
UAegean academic community and
outsiders)

https://www.openecl
ass.org/

UPORTO

UPORTO EWP
infrastructure

This service allows members and staff of
the International Relations Office (IROs)
to access the data on the Erasmus
Without Paper (EWP) Network and
interact with other Universities through
it, as well as with the European
Commission. This service will be
upgraded in order to also allow students
to review their own data using the SEAL
Linking Platform

https://ewp-dev.up.pt
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4. Customization Preparation and Design

This Chapter provides a comprehensive view of the activities related to preparation and design of the
customization activities that is necessary to successfully integrate existing HEI e-Services with the
SEAL Platform.

4.1 HEI Services to be integrated with SEAL: Short description

4.1.1. UMA SEAL Services: Description

4.1.1.1.  University of Mélaga Identity Service

The University of Malaga Identity Service controls the access to all University of Malaga web based
services, as well as externally provided ones. It handles user authentication and passes identity
information to the services for Identification and Authorization. The service is the University of Malaga
Identity Provider and acts as the centralized Authentication and Authorization point. The students or
HEI personnel can access the existing service through the following steps:

1. The user reaches a service using a URL either presented in some page, like the main University
website, or entering it on a web browser, for example, a person’s identity management
dashboard is accessed through https://duma.uma.es/misdatos .

The service requires user authentication.

The user is redirected to the University Authentication service (1dP).

The user presents valid credentials.

The user is redirected to the initial service that receives identity information validated and
enriched by the Authentication service (IdP).

This is a partial screen of the identity management dashboard at UMA:

akrw

Q' iDUMA - University of Malaga Identity Service

single Sign

USER IDENTIFICATION (2] OTHER AUTHENTICATION METHODS @
o 'm a user but | cannot log I
e o A
PIN  Solciae PIN UMA
-
AR Il woulanl be regured & ; )
To logout we recommend you 1o close your browser (closing all the open windows).
(@ important information about SECURITY
Figure 3: UMA Single Sign On page
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4.1.1.2. UMA Enrolment service for foreign students

At the moment, foreign user Enrollment at UMA requires the students physical presence. In more detail,
the students must arrive at the corresponding foreign student office at the university and present the
required paperwork in order for the officer responsible to register them manually to the system.

Once registered the user can then access the university’s various online services using their University
of Mélaga Identity Service, indistinguishable from any other local user.

In the context of SEAL the enrollment service will be available for access using eIDAS elD, enabled
over the SEAL Platform connection. As a result, the UMA Enrolment service for foreign students will
be customized simultaneously with the UMA Identity service.

4.1.2. Integration with SEAL: Customization Design

The University of Malaga Identity Service will become integrated with SEAL. In this way users owning
a SEAL linked Identity will be capable of authenticating to the UMA services. Specifically, UMA
Identity Service will integrate SEAL as an external authentication mechanism similar to the functionality
currently offered for other external authentication mechanisms such as Clave (the Spanish National elD
system). This functionality will be achieved by customizing the University of Malaga Identity Provider
authentication screen where SEAL will be offered as one of the “other authentication methods” (as
shown in Figure 1). More precisely, to fully integrate with SEAL Linked ldentities, the following
customizations are being implemented:

1. The SEAL Service will be added as one of the delegated authentication providers for the
University of Malaga Identity provider. This integration will take place over a standardized
interface (SAML or OIDC), allowing the users to authenticate using their previously linked
SEAL identities. Additionally, using the SEAL Platform (SEAL dashboard) the users will be
able to collect attributes from the connected sources and link them together, if they have not
previously done so. Exporting of these linked identities will take place either as SEAL-
datastores* or SEAL issued w3c Verifiable Credentials® (VCs)®.

2. Additionally, the University of Malaga identity management dashboard (and mobile app) will
be customized to enable their users to link diverse identities by directly integrating with the
SEAL Platform.

4.1.3. Customization Efforts
In order to accomplish the customization design, the following actions need to take place:

1. Develop a connector with the SEAL Service (over SAML or OIDC) for the University of
Malaga ldentity Service and deploy it

2. Develop and deploy for the identity management dashboard (and mobile app) modules enabling
the users to link their identity attributes using the SEAL service.

4 an internal SEAL Service format designed for tamper resistance and decentralized storage
® eventually stored in a users SSI wallet
6 assuming VC integration is permitted for Spanish HEIs by the Spanish Royal Decree: RD 14/2019
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4.2 UJI Services integrate with SEAL (in detail)

4.2.1. UJI SEAL Services: Description

The IGLU - Personal Data Management Service / IGLU - Servicio de Gestion de Datos Personales (ES)
consist of a corporate Enterprise Resource Planning (ERP) which is the core personal data management
system of UJI. Via the IGLU system the users can review all the personal data the university has on
them and manage it, in accordance with the GDPR and the established treatment contract. Specifically,
the IGLU system allows users to import additional data about themselves using external authentication
sources such as Clave. IGLU is accessed through the following steps:

1. The user accesses the service: https://iglu.uji.es.

2. The user authenticates on the corporate SSO either with a local account or through Clave 2.

3. Once in the ERP, the user searches and accesses the section labelled “Datos Personales”. Any
user role is valid to access this functionality. This functionality is displayed in the following

figures.
uJi
: ' G

e 4720  fl&]o]in[+ 8]
IGLU: Informacio i gestio en linia PSP

o
Accedir a totes les seccions » SN

POLPAS

IGLL » Infoemasd personal > Doades poersorals

Dades personals i s

Emgrosos | Msttucons
2 Consulta de dades personals

o et pisea TN

Formulans petoons (591)

©  Dades telefomiques de contacte | suscriptos &' avisos L
Contre 'alencid & Ususs

O Modificacio de comples bancars (CAL)
Navegador Cracle Forms
Wed
Figure4:Service’'s section “Datos Personales”’
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uJ| UNIVERSITAT IGLU@

JAUME | Dades personals

Genenais ~R

Nom

Identificaciéd

Pais

Sexe

Data de nalxement

Pais, provincia, clutat | o,

busha de sugoerments Contre de seguietat | povaca s

Figure 5: User available data

4.2.2. Integration with SEAL: Customization Design

Imprimis  Tancar

More precisely, to fully integrate with SEAL Linked Identities, the following actions will take place:

e The IGLU system will be upgraded and customized in order to allow users to import SEAL
Linked Identities as additional identifiers. To achieve this, new functionality will be added to
the existing infrastructure that will forward the users to the SEAL Service using a standardized
interface (SAML). This will allow users to authenticate with their previously linked SEAL
identities. Additionally, using the SEAL Platform (specifically the SEAL dashboard) the users
will be able to collect attributes from the connected sources and link them together, if they have
not previously done so. Exporting of these linked identities will take place either as SEAL
Personal Data Store (PDS) or SEAL issued Verifiable Credentials (VCs)’. The attributes
retrieved by the IGLU system will be added to the user’s profile (assuming that the linking level

of assurance is high enough).

The following diagram presents the way the service will work after its integration with the SEAL
platform. Specifically, the SEAL will be connected in parallel to the existing authentication means
shown in the figure below (SSO Service) via a specifically built SEAL connector (SAML connector).

" again assuming VC integration is eventually permitted for Spanish HEIs by the Spanish Royal Decree: RD

14/2019
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Student

IGLU
(Student ERP)

SEAL Service
. o———

---------- LLoA

Personal Data
Manager

Figure 6: SEAL integrated service

4.2.3. Customization Efforts
In order to accomplish the customization design, the following actions need to take place:

1. Develop a connector with the SEAL Service (over SAML) for the IGLU System

2. Develop the module to validate the Linking Level of Assurance (LLoA), import, display and
manage the new identities..

3. Deploy the SAML SEAL connector within the IGLU System.

4.3 UAegean Services integrate with SEAL (in detail)

4.3.1. UAegean SEAL Services: Description

4.3.1.1. Central Authentication Service

The Central Authentication Service of the University of the Aegean enables access to students and HEI
personnel to a variety of university services. Specifically, it handles user authentication according to the
institutions LDAP and passes identity information to the connected services. It is built using the open
source Enterprise Single Sign-On software CASE. This service acts as the central hub for authentication
and authorization of the university. A typical user interaction with the service is described below:

1. The user reaches a service using a URL presented by a UAegean related online service
2. The service requires user authentication.

8 https://www.apereo.org/projects/cas
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3. The user is redirected to the University Authentication service using the SAML protocol (CAS
authenticator).
The user presents valid credentials according to the university’s LDAP.

5. The user is redirected to the initial service together with an assertion containing the user’s
attributes.

4.3.1.2. UAegean-HP Smart Class Program

The UAegean Smart Class Program consists of an online education/conferencing facility for the
UAegean community and partners, enabling the quick creation of virtual teaching/conference groups
and automating access to authorized users, as well as service for providing keyless access (via an loT
interface) to a physical class room located at the University of the Aegean. The service was created
through the action 2015-EL-IA-0083. Currently users can gain access to both the physical classroom
and the online services via an eIDAS elD authentication or using the University IdP. In order to gain
access to the services the users need to first register to the service and become authorized by an
administrator of the system. Specifically, the users:

1. are required to authenticate using one of the predefined means
2. need to submit additional identification information
3. need to submit their application

Next, they will receive an email from the system once an administrator approves of their application.
Subsequent logins to the service take place over the save authentication mechanisms (eIDAS, university
IdP). Finally, in order to access the physical classroom the users needs to scan at the door (using their
smartphones) a QR code generated by the service upon request from an authenticated user.

~~~~~~

UAegean Smart Class

Benefit From Multi-Channel Collaboration

HP Smart C the users with the ability t IoT:
d

Get Started! Join Online Or Physically
Figure 7: Smart Class Landing page
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Figure 8: Fill in additional details

4.3.1.3.  Identity Proof minimal service

This service is being specifically developed in the context of SEAL and allows ERASMUS students to
store a minimal, disposable, proof of identity on their Self Sovereign Identity wallet (issued via the
SEAL SSI Issuer module). This credential can be used to prove their academic affiliation with UAegean
during the limited time of an ERASMUS mobility program.

4.3.1.4.  Online course on cyber security

This service provides access to two modules of an e-learning program on cyber security. a)
Cybersecurity Policy and Technologies, b) Cybersecurity; Legal aspects.

4.3.2.  Integration with SEAL: Customization Design

4.3.2.1. Central Authentication Service

The Central Authentication Service of the university of the Aegean will be customized in the context of
the project in order to allow the consumption of SEAL generated Linked Identities in parallel to the
existing local credential infrastructure. To achieve this the existing SSO infrastructure (the existing
Central Authentication Service, CAS) will be upgraded in order to support external authentication over
the SEAL service. This approach can be seen in the following figure
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Figure 9: UAegean Central Authentication Service Integration

The following integration tasks are planned:
e A new SEAL Authenticator component will be implemented for integrating with the SEAL

Services (consuming it as an external authentication source)
e The SEAL Authenticator will be deployed in the existing CAS infrastructure

4.3.2.2. UAegean-HP Smart Class Program

The UAegean-HP Smart Class will become fully integrated with SEAL Linked Identities. To achieve
this the following actions will take place:

e The Online Services will enable user authentication using SEAL Linked Identities, via
consuming an OIDC interface

e The keylock at the physical classroom, will be upgraded to support the authentication of users
using SEAL issued Verifiable Credentials, by interconnecting to a user’s wallet.

4.3.2.3.  ERASMUS ldentity Proof service

The Identity Proof minimal service consists of a convenient way for ERASMUS students at the
University of the Aegean to prove their academic affiliation when prompted to. This service
functionality is the generation of a minimal identity proof which consists of a cyber physical token and
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that is tamper resistant and stored at the student’s mobile phone. Due to their cyber physical nature,
these tokens are much more easily generated and validated than paper based academic affiliation proofs.
In more details, the minimal identity proof is encoded as a Verifiable Credential (VC) issued by the
SEAL Service (VC module) and contains a linked identity of the user associating their academic
affiliation during their stay at the University of the Aegean with their elD. The users receive this VC
and store it on their SSI wallet and can then use it to access online services or display it when prompted
to. An example of such an Identity Proof is shown below:

issuer: University of the Aegean

l ogo: AUniversity of the Aegeano
name: fALucretiao
surname: ti®uan
affiliation: HAUAe
expires: nA30/06/2
el DAS el D certifi
i ssuedAt: -GCliexs 0

ERASMUS+ Student o,

O O
o N D
B )
(@]

4.3.2.4.  Online course of cyber security

The eClass platform hosting the course will be customized to integrate with the SEAL Platform. As a
result, many other courses can benefit from SEAL services.

4.3.3. Customization Efforts
The customization efforts for the integration of the UAegean Central Authentication Service with the
SEAL service consists of the following steps:

e Design of a CAS Authentication Handler® capable of delegating user authentication to the SEAL
Service via OIDC
e Implementation and deployment of the SEAL enabled CAS Authentication Handler
The customization efforts for all services that will be connected to the SEAL service by the University
of the Aegean (Smart Class Service, ERASMUS Identity Proof Service and Online course on
cybersecurity security) consist of two stages described below:

e Technical Design of the service integration with the SEAL platform.
e Implementation of the above integration.

4.4 UPORTO Services integrate with SEAL (in detail)

4.4.1. UPORTO SEAL Services: Description

The University of Porto EWP platform service was developed to allow members and staff of the
International Relations Office (IROs) to access the data on the Erasmus Without Paper (EWP) Network
and interact with other Universities through it, as well as with the European Commission. Using this

9 https://apereo.github.io/cas/4.2 x/planning/Architecture.html
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service, they can check Institution and Organizational Units details, check and negotiate Inter-
Institutional Agreements and check existing mobility’s’ status, incoming and outgoing, as well as
nominate new students and update all their information. The user can access the existing service through

the following steps:
1. The user accesses the portal:_https://ewp-dev.up.pt.

2. The user clicks the login button in the top right corner and is redirected to the login page.
3. The user authenticates in the service using local credentials (note that only IROs have local

credentials).

4. The user gains access to all the information available in the website, namely:

a. Institutions available in the EWP network

© oo o

EC.

Details of each of the institutions in the EWP network
Incoming and Outgoing mobilities details of each student listed in the EWP network.
Access to Inter-Institutional Agreements in the EWP network.
Access to Mobility Tool+ functionalities made available to the EWP network by the

The following screenshot shows the available institutions in the EWP Network:

H "
Institutions

LT Ot D8 SCHAC
E
&
Terralotis Devd natriuion erg) ER
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F

APKITEKTSHOLEN | AARHUS jda EFUASAALIS. DR A IS0
ARICITENTSKOLEN | AARHUS jss P pEBESERL

AGRLTHILW fen)
ASREEHIUS frj

Absclerse der biderden Kot Ween

el ERAEMIS & WG
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The following screenshot shows the user’s details in the sending and the receiving institution:

titutions.
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4.4.2.
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Figure 11. Student details in the sending and the receiving institution

Integration with SEAL: Customization Design

More precisely, to fully integrate with SEAL Linked Identities, the following actions will take place:

The University of Porto EWP platform will be reconfigured to enable two types of access, the
IROs than can access every functionality with local credentials and the students which will have
access only to their own data using the SEAL Linking Service, that is using credentials that have
been generated by the SEAL platform the students will be able to to login/register to the service.
To this end, new functionality will be added to the existing infrastructure that will integrate with
the SEAL Service using a standardized interface (SAML or OIDC). This will allow users to
authenticate with their previously linked SEAL identities. Additionally, using the SEAL
Platform (specifically the SEAL dashboard) users will be able to collect attributes from the
connected sources and link them together, if they have not previously done so. Exporting of
these linked identities will take place either as SEAL PDS or SEAL issued w3c Verifiable
Credentials (VCs). After authentication the retrieved user’s data is saved and next the user is
presented with a page stating that a search is performed for her data in the network. Once the
step above is completed the users will have access to the following details:

o Check their data retrieved from the SEAL authentication.

o Check their data in the University of Porto, if any available.

o Check their data in the sending institution, if any available.

The following figures present the way the service will work after its integration with the SEAL platform
for both when a user logs in with SEAL PDS and SEAL-issued VVC credentials
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Figure 12: Students accessing the service using SEAL PDS
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Figure 13: Students acessing the service using SEAL issued VCs

4.4.3. Customization Efforts

In order to accomplish the integration of the University of Porto EWP platform with the SEAL platform
the following actions need to be taken:

e Technical Design of Integration between University of Porto EWP platform and SEAL
platform.
e Implementation of the integration described above.
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5. Customization methodology and SEAL
Integration planning

This section mainly describes a time plan for the implementation of customization work, as described
in the previous section, towards the integration of the HEI e-Services with the SEAL Platform.

5.1 HEI Integration with SEAL: Work methodology

The customisation activities described in the previous Chapter have started on Jaa, 1st 2020 and will
evolve during the second and third year of the project. This document is an important milestone for
Activity 4. It summarizes the results of the design work, with reference to the specific tasks that should
be undertaken in order to allow HEIs’ services integration with the SEAL infrastructure. Beyond the
definition of the architecture of this integration, presented in the previous Chapter, the design work has
identified a Task architecture which shows in detail the composition of the integration work. It has as
follows:

SEAL Integration Activities/Tasks

SEAL1 |Requirement Analysis and Choice

Familiarization with SBAshitecture and offerings
Why does a Service need to integrate with SEAL

Service Customization Design | SEAL

EAL2 . .
S Integration Design

Integratio Process Design
Technical Document

SEAL3 [SEAL Integration: init Tasks

Preparatory Actions | (What is a Linked Identitys
a-product: Design and Customization of Personal
Storage and/or VC Credential)

Technical Preparatory Act®BAI( Integration APIs,
SAML or OIDC)

Security Analy$\erification)

SEAL4 |Service Customization

Incorporate elDAS elD, eduGAIN or eMRTD attr
identifier

Customization development-@ratknodifications,
SEAL login signs and femdimodifications etc.)
Writing of a "How to Use" text

SEAL5 |Preproduction Deployment
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Preproduction Deployment
Testing

SEAL6 |Production Deployment

Pealkoad and Performance Testing
Final Deployment Testing

SEAL7 |Internal Support

Dev/Sipport Teams Training
Documentation

SEAL8 |[Technical Management

Technical Management

5.2 UMA SEAL Services: Customization and SEAL Integration time plan

5.2.1. Introduction

The University of Malaga will interconnect with the SEAL service, by customizing the University of
Malaga Identity Service enabling it to delegate user authentication to the SEAL service (in addition to
the existing authentication mechanisms). Furthermore, the identity management dashboard (and mobile
app) will be customized to support users wishing to link diverse identities via the SEAL Service (for
example link their eIDAS el D with their eduGAIN id or eMRTD data). In this way, enroliment of foreign
students in UMA online services will be supported via SEAL as well, since this feature is handled by
the UMA Identity service.

5.2.2.  Customization time-plan

Task Start Date End date
SEAL1: Requirement Analysis an

. 01/01/2020 31/05/2020
Choice
SEAL2Service Customization Des 01/01/2020 31/05/2020
SEAL Integration Design
SEAL3: SEAL Intipn: init Tasks 01/01/2020 31/05/2020
SEAL4: Service Customization (fq 01/06/2020 31/08/2020
number of services: 2)
SEAL4.1: Service ldentity Manags 01/06/2020 31/09/2020
Dashboard and Mobile app modu
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SEALS5: Pyeroduction Deploymen] 01/09/2020 31/09/2020
SEALG6: Production Deployment | 01/09/2020 31/09/2020
SEALY: Internal Support 01/08/2020 31/09/2020

5.3 UJI SEAL Services: Customization and SEAL Integration time plan

5.3.1. Introduction

UJI Services will become interconnected with SEAL by customizing the IGLU - Personal Data
Management Service of UJI (a corporate ERP that is the core personal data management system of the
university) in order to allow users to import SEAL Linked Identities (e.g. eIDAS elD and eduGAIN id)
as additional identifiers. To achieve this, new functionality will be added to the existing infrastructure
that will forward the users to the SEAL Service allowing them to authenticate with their previously

linked SEAL identities or generate new links and authenticate using them.

5.3.2.  Customization time-plan

Task Start Date End date
SEAL1: Requirement Analysis an
. 01/01/2020 31/05/2020
Choice
SEALZ2: Service Customization D¢ 01/01/2020 31/05/2020
SEAL Integration Design
SEALS3: SEAL Integration: init Tag 01/01/2020 31/05/2020
SEAL4: Service Customization (fq 01/06/2020 31/08/2020
number of services: 1
SEALS: Pyeroduction Deploymen] 01/09/2020 31/09/2020
SEALSG6: Production Deployment | 01/09/2020 31/09/2020
SEALY: Internal Support 01/08/2020 31/09/2020
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5.4 UAegean SEAL Services: Customization and SEAL Integration time plan

5.4.1. Introduction

The customization of the UAegean services consists of two main tasks. The customization of the Central
Authentication Service and the customization of the individual specific services (UAegean SmartClass,
Identity Proof minimal service and Online course of cyber security). The customization of the specific
services follows the same integration strategy (specifically the consumption of SEAL linked identities
as external authentication sources), while the integration of the Central Authentication Service requires
the creation of specific purpose modules that handle the integration. The timeframe of the planned tasks

to achieve this is presented next.

5.4.2. Customization time-plan

Task Start Date End date
SEAL1: Requirement Analysis an
. 01/01/2020 31/05/2020
Choice
SEAL2: Service Customization D 01/01/2020 31/05/2020
SEAL Integration Design
SEAL3: SEAL Integration: init Tas 01/01/2020 31/05/2020
SEAL4: Servi@ustomization (for | 01/06/2020 31/08/2020
numberfoservices: 4)
SEALA4.1: Service ldentity Managg 01/06/2020 31/09/2020
Dashboard and Mobile app modu
SEALS: Pygroduction Deploymen] 01/09/2020 31/09/2020
SEALSG6: Production Deployment | 01/09/2020 31/09/2020
SEALY: Interr@lipport 01/08/2020 31/09/2020
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5.5 UPORTO SEAL Services: Customization and SEAL Integration time plan

5.5.1. Introduction

The University of Porto EWP platform service was developed to allow members and staff of the
International Relations Office (IROs). In the context of SEAL this service will be upgraded significantly
and interconnect with SEAL. The upgrade will allow enhanced functionalities for students allowing
them to access their own data. Students will be able to connect to this service by utilizing their SEAL
linked identities (e.g. eIDAS elD with eduGAIN) via an interconnection of the EWP platform with the
SEAL service that will be developed.

5.5.2.  Customization time-plan

Task Start Date End date
SEALL: Requirement Analysis an

. 01/01/2020 31/05/2020
Choice
SEAL2: Service Customization Dg 01/01/2020 31/05/2020
SEAL Integration Design
SEAL3: SEAL Integration: init Tas 01/01/2020 81/05/2020
SEAL4: Service Customization (fq 01/06/2020 31/08/2020
number of services: 1)
SEAL4.1: Service ldentity tyeamant
Dashboard and Mobile app modu 01/06/2020 31/09/2020
SEALS5: P#eroduction Deploymeni 01/09/2020 31/09/2020
SEALG6: Production Deployment | 01/09/2020 31/09/2020
SEALY: Internal Support 01/08/2020 31/09/2020
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